VoltMX Accounts — Login CAPTCHA & Account Lock Flow
Module: OAuth2Controller (authorize) · RequestLog · User — Accounts (PHP/Li3) backend
1. Overview
Login page par do independent protections lagi hui hain: ek CAPTCHA (bad attempts par dikhta hai) aur ek Account Lock (consecutive wrong passwords par account ko 30 minute ke liye lock karta hai). Dono ka logic RequestLog model, User model, aur OAuth2Controller::authorize() method ke beech split hai. Ye document dono flows ko step-by-step, condition-by-condition explain karta hai — including ek important execution-order nuance jisse lock ka behaviour depend karta hai.
2. Key Files Involved
	File
	Responsibility

	app/models/RequestLog.php
	CAPTCHA thresholds, bad-request logging, captchaValid() check

	app/models/User.php
	Lock thresholds (LOCK_REQUESTS, LOCK_TIMEOUT), isLocked(), lockNeeded()

	app/controllers/OAuth2Controller.php
	authorize() — the actual login endpoint; orders CAPTCHA check, password check, and lock trigger


3. CAPTCHA — Kaise Kaam Karta Hai
3.1 Type of CAPTCHA
Ye Google reCAPTCHA nahi hai. Ye ek custom, session-based CAPTCHA hai — ek value session mein store hoti hai, aur user ke submit kiye gaye input se seedha string-compare hoti hai.
app/models/RequestLog.php — captchaValid()
public static function captchaValid($inputCaptcha, $action = false)
{
    if (RequestLogWhitelist::ipIsWhite()) {
        return true;
    }
    $valid = $inputCaptcha && Session::read('captcha') == $inputCaptcha;
    if ($action) {
        self::createRequest($action, !$valid, ['captcha_used' => 1]);
    }
    Session::write('captcha', '');
    return $valid;
}
3.2 CAPTCHA Kab Show Hota Hai
CAPTCHA show karne ka decision RequestLog::init() leta hai — session_id aur IP, dono basis par bad attempts count karta hai.
	Constant
	Value

	CAPTCHA_BAD_REQUESTS_SESSION
	3 bad attempts

	CAPTCHA_BAD_REQUESTS_SESSION_PERIOD
	10 minutes

	CAPTCHA_BAD_REQUESTS_IP
	3 bad attempts

	CAPTCHA_BAD_REQUESTS_IP_PERIOD
	10 minutes


Matlab: ek hi session ya ek hi IP se 10 minute ke andar 3 bad login attempts ho jaayein, to agli baar se CAPTCHA field mandatory ho jaata hai (showCaptcha = true).
4. CAPTCHA Test Kab Hota Hai (execution point)
Login POST request jab OAuth2Controller::authorize() method mein aati hai, to CAPTCHA validation sabse pehle hoti hai — password check se pehle.
app/controllers/OAuth2Controller.php — authorize() [CAPTCHA check block]
if ($response['showCaptcha']) {
    $response['showCaptcha'] = !RequestLog::captchaValid(
        $this->request->get('data:captcha'), 'login'
    );
    if ($response['showCaptcha']) {
        Flash::write(RequestLog::INVALID_CAPTCHA, ['class' => 'required_field']);
        $this->_render['status'] = 406;
        return $response;   // <-- execution STOPS here
    }
}
	Sabse Important Point
Agar CAPTCHA galat hai, function yahin 'return' kar deta hai. Iske neeche likha hua poora password-check aur lock-trigger wala code EXECUTE HI NAHI HOTA.


5. Password Test Kab Hota Hai
Password sirf tab check hota hai jab CAPTCHA (agar mandatory tha) sahi diya gaya ho, ya CAPTCHA abhi mandatory hi nahi tha (pehle 3 attempts ke andar).
app/controllers/OAuth2Controller.php — authorize() [password check block]
$user = User::getByEmail(trim($this->request->get('data:primary_email')));
$password = $this->request->get('data:password');
$badPassword = !$user || !PasswordUtil::check($password, $user);
 
if (User::isLocked($user)) {
    $response['locked'] = true;
    $this->_render['status'] = 406;
    return $response;
}
 
$requestData = $user ? ['user_id' => $user->user_id] : [];
$logSave = $requestData && RequestLog::createRequest('userLock', $badPassword, $requestData);
if ($logSave && $badPassword && User::lockNeeded($user)) {
    $user->save(['locked' => CommonHelper::CurrentDate()]);
}
Ye block CAPTCHA check ke bahut baad, POST-data validation ke andar aata hai — matlab sequence hamesha ye rehta hai:
1. Step 1 — CAPTCHA validate (agar mandatory hai)
1. Step 2 — (sirf agar Step 1 pass) — Email lookup + Password validate
1. Step 3 — (sirf agar Step 2 tak pahuncha) — userLock counter update + lock check
6. Account Lock — Konsi Conditions Chahiye
app/models/User.php
const LOCK_REQUESTS = 6;        // consecutive bad attempts
const LOCK_TIMEOUT  = '30 minutes';   // rolling window
	#
	Condition
	Detail

	1
	Email valid/registered ho
	User::getByEmail() se $user object milna chahiye (null nahi)

	2
	6 consecutive wrong passwords
	Beech mein ek bhi sahi password try hua to counter reset ho jata hai

	3
	30 minute ka rolling window
	6 attempts is window ke andar hone chahiye, warna purane attempts window se bahar chale jaate hain

	4
	action = 'userLock' wale logs hi count
	Sirf RequestLog::createRequest('userLock', ...) se bane rows count hote hain


Lock lagte hi users.locked column me current timestamp save hota hai. Unlock automatic hai — 30 minute baad User::isLocked() false return karne lagta hai. Koi manual/admin unlock action code me nahi hai.
7. CAPTCHA aur Lock Ka Aapas Mein Relation
Kyunki CAPTCHA check password-check se pehle hota hai aur fail hone par return kar deta hai, ek attempt sirf tab 'userLock' counter me count hoti hai jab CAPTCHA (mandatory hone par) sahi diya gaya ho.
	Attempt #
	CAPTCHA required?
	User ne kya kiya
	Result
	userLock counter?

	1
	No
	Wrong password
	Normal error
	+1 (bad_request=1)

	2
	No
	Wrong password
	Normal error
	+1 (bad_request=1)

	3
	No
	Wrong password
	Normal error
	+1 (bad_request=1) → showCaptcha becomes true

	4
	Yes
	Wrong CAPTCHA
	406, request stops at CAPTCHA check
	No change — password/userLock code not reached

	4 (retry)
	Yes
	Right CAPTCHA + wrong password
	Normal error
	+1 (bad_request=1)

	5
	Yes
	Right CAPTCHA + wrong password
	Normal error
	+1 (bad_request=1)

	6
	Yes
	Right CAPTCHA + wrong password
	Account locked (406, locked=true)
	count reaches 6 → lock triggered


	Isliye — wrong CAPTCHA se lock kabhi trigger nahi hota
Agar user (ya attacker) 4th attempt ke baad sirf CAPTCHA hi galat daalta rahe (10, 20, ya 1000 baar), to har baar execution CAPTCHA-check pe hi 'return' ho jaata hai.
'userLock' action ka log kabhi banta hi nahi, isliye User::lockNeeded() ka count kabhi 6 tak nahi pahunchta.
Lock trigger hone ke liye CAPTCHA ko sahi solve karna zaroori hai — chahe password galat ho.


8. Humara Code Is Order Mein Kyun Sahi Hai
CAPTCHA-before-password ordering ek deliberate, industry-standard design choice hai — isko galat samajhna easy hai isliye reasoning yahan clear kar rahe hain:
1. CAPTCHA ka poora purpose hi ye hai ki automated/bot traffic ko real password-guessing tak pahunchne hi na diya jaaye. Agar CAPTCHA fail hone ke baad bhi password check hota, to CAPTCHA effectively bypass ho jaata — kyunki attacker password guesses continue kar sakta, bas response me ek extra 'invalid captcha' flag aata.
1. Isliye jab CAPTCHA fail hota hai, request 406 par turant reject hoti hai — password hash comparison (jo CPU-costly operation hai, bcrypt jaisa) chalta hi nahi. Ye ek performance/DoS-protection benefit bhi hai.
1. userLock counter sirf 'real' password-guess attempts par badhta hai — CAPTCHA-guessing attempts par nahi — kyunki jab tak CAPTCHA solve nahi hua, attacker ke paas actual password validate karne ka mauka hi nahi mila.
1. Effectively lock-counter sirf un attempts ko count karta hai jahan attacker ne CAPTCHA cross kar liya AND password bhi wrong diya — ye hi 'genuine suspicious' attempt hai.
Isko sahi rakhne ke liye jo condition zaroori hai
Upar wala reasoning tabhi tak valid rehta hai jab tak CAPTCHA khud automate/guess karna mushkil ho. Ye is design ka ek dependency hai, defect nahi — lekin worth documenting:
1. Wrong-CAPTCHA submissions par khud koi separate rate-limit/lock nahi hai — matlab CAPTCHA-guessing unlimited baar try ho sakti hai.
1. Agar CAPTCHA cryptographically/visually strong hai (hard to OCR/automate), to ye dependency practically sufficient hai — attacker CAPTCHA hi nahi todh payega, to password-guessing tak pahuchega hi nahi.
1. Recommendation (future hardening, code change nahi): CAPTCHA-fail attempts par bhi ek separate IP/session-level throttle add karna — taaki even automated CAPTCHA-solving attempts bhi bounded rahein.
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